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Abstract. A Reactive system is one that is in continual interaction with its environment, and executes
at a pace determined by that environment. Due to their complex nature, reactive systems are extremely
difficult to specify and validate. In this paper, we propose a new formal model for verification of such
systems using Business Process Modeling Notation (BPMN). This approach considers a Reactive
System as a Reactive Multi-Agent System consisting of concurrent reactive agents that cooperate with
each other to achieve the desired functionality. BPMN is used as a verification tool in order to verify
the systems behaviors. Finally an example of an application of the approach, and its associated support

tool, is mentioned.
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1. INTRODUCTION

A Reactive system is one that is in continual interaction
with its environment, and executes at a pace determined
by that environment. Examples of such systems are
network protocols, industrial-process control systems,
organizational systems, etc. Reactive systems are
responsive systems consisting of two or more reactive
parallel sub-processes that continuously cooperate to
achieve a pre-defined goal [17]. Such systems are
intrinsically state based, and transition from one state to
another is based on external and internal events. Thus,
Reactive systems are complex computer systems, and
may not be modeled by transformational techniques.

The use of rigorous formal methods in specification and
validation can help designers to limit the introduction of
potentially faulty components during the construction of
the system. Verification is an important stage in reactive
system design where the designers specify the desired
behavior and determine if this system is successful. One
approach for validation is the qualitative verification,
which considers observable behavior as criteria to
determine success.

Due to their complex nature [20], reactive systems are
extremely difficult to specify and validate. In this paper,
we propose a new formal model for the specification
and the validation of such systems. This approach
considers a Reactive System as a Multi-Agent Reactive
System, i.e. a distributed system consisting of several
autonomous reactive agents that coordinate their action
in order to fulfill usually joint but also sometimes
competitive tasks. Concurrency is further characterized
by the need to express and
synchronization among concurrent agents. In another
hand, the proposed approach uses the business modeling
techniques for the qualitative verification for such
systems, especially when they are applied to model
organizational systems.

This paper is organized as follows: Section 2 sets out
the Multi-Agent Reactive Decisional System model and
its verification aspects. Section 3, which presents the
concepts of this new approach, describes the use of
BPMN as a verification tool of the Multi-Agents
Reactive Decisional System behavior under normal and
degraded functioning. Section 4 presents an example
that illustrates the application of this approach in the

communication



organizational modeling domain.

2. DESCRIPTION OF MARDS MODEL

The Multi-Agent Reactive Decisional System (MARDS)
[1]-[2]-[11]-[12] constitutes an approach among the
newest and most useful ones for reactive system
modeling. Its main components are Decisional Reactive
Agents (DRA), which are interconnected with them by
communication interfaces.

In this section, we are going to define, formally, all
components constituting a MARDS.

2.1  Decisional Reactive Agent model

A DRA (Decisional Reactive Agent) can be used to
define an autonomous and independent agent [25]. The
obtained agent receives actions and can act in an
autonomous way until their realization in the adequate
deadlines [24]-[25]. To reach a given goal, we need to
define an objective or a sequence of objectives ordered
in a certain proposed way, which we propose in order to
resolve this problem.

2.1.1

A DRA is a reactive agent model developed by
Bounabat [11]. Its functional architecture bases itself
essentially on the decision-making organ introduced into
ADMDOOS [10] (Analysis and Design Method of
Decisional Oriented Object Systems).

The DRA Concept was applied in modeling and the
checking of the automated systems of production as in
the mobile systems domain [3]-[4]-[5]. This work
consists in applying this concept in the domain of the
organizational systems modeling (company, Information
system Department...).

Figure 1 shows the internal structure of a reactive agent,
adopted in the case of an agent of DRA type.
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Figure 1: The perception -deliberation - execution structure of a
DRA.

The functions Dec and Sig perform the role of execution and
deliberation; they aim at emitting messages (decision and external
state) toward the outside world (environment) once an action is
perceived by the Act function.

2.1.2

The formal description of a DRA consists of the
formalization of the various constituents of a decisional
agent. A decisional reactive agent is a 10 uplets Ag =
<A,D,S,E', O, E, O Act, Dec, Sig>, where:

- A: Set of actions exerted on the agent. Each action,
undergone by an object, represents a possible operation
to be carried out on this object in order to achieve a
specific goal.

- D: Set of decisions generated by the agent. Each
decision is a solution concerning process behavior in the
future; each decision is characterized by its action
horizon: Ha, the time during which this decision
remains valid.

- S: Set of Signalling received by the agent. Each
Signalling received by an object, reflects at any given
time the state of the controlled tools used to achieve a
specific goal.

- E’: Set of external states delivered by the agent.
Each one represents the object state emitted to the
environment.

Formal description of a DRA

- E: Set of agent’s internal states. Each one indicates
the current state of the agent.

- O: Set of agent’s internal objectives. Each decision
is elaborated in order to achieve an internal objective
according to the current external objective and the actual
internal state.

- O’: Set of agent’s external objectives which can be
achieved. These objectives represent the agent’s
interpreting of each action.

- The function Act interprets an action as an external
objective that it used respectively by the functions Dec
and Sig to generate respectively the appropriate
responses: (decision, internal objective) and (internal state,
external state).

For a DRA, the events that come from (respectively
send toward) the environment can be only actions or
signalizations (respectively decisions or external states).

2.2  MARDS model

A Multi-Agent Reactive Decisional System (MARDS)
[12] is a software structure characterized by a set of
agents, interconnected by communication interfaces.

2.2.1  General architecture of a MARDS

The internal structure of a MARDS is based on a two-
level tree (Figure 2), consisting of DRA Supervisor
(DRAS), two or several possible sub-agent components
(MARDSI) and communication interfaces (Decisional
Interface and Signalization Interface) that interconnect



the supervisor with its sub-agents.
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Figure 2: Internal Structure of a MARDS
A MARDSI can be either a simple DRA or an MARDS.

2.2.2  Formal description of a MARDS:

The description of a MARDS refers simply to the
formalization of the basis components described in
figure 2. The DRA component is described in the
previous section. Now, we are going to define, formally,
the decisional and the signalization interfaces.
Formalization of the decisional interface:
Formally, a decisional interface 1is an
DI =<DI Input, n, DI Output, TradDec>, where:

- DI Input :inputs of DI (decision)

-n . dimension of DI (the number of
channels that constitute the outputs of DI),

- DI Output : outputs of DI (set of actions),

- TradDec : translation function of a decision into
several parallel actions, each of these actions is led to an
inferior sub-agent level.

Formalization of the signalization Interface:
Formally, a signalization interface is an uplet SI
=<SI Input, n, SI Output, TradSig> where:

- SI Input : inputs of SI (Set of external states),

-n . dimension of SI (the number of
channels that constitute the inputs of SI),

- SI Output : outputs of SI (signalization),

-TradSig the translation function of several
external states into one and only one signalization.

A Mutli-Agent  Decisional ~ Reactive  System
(MARDS) can be defined then as a 4-uplet
S: <DRAS, DI, SI, E-MADRS>, where:

- DRAS . An agent of DRA type that supervises

MARD Si,

uplet

S,

- DI : Decisional Interface of S,

- SI : Signalling Interface of S,

- E-MADRS: Set of MARDS components S. It can be
two or more.

2.3 MARDS sub-agents components verification

The formal verification consists of comparing a
description of a system with the set of properties which
it must adhere to. Initially, system must be described in
a language modeling that has a well defined operational
semantics. This will make it possible to associate any
given system with the labeled transitional system (i.e., a
set of states provided with a transitional relation) which
models its behavior (i.e., a set of all the possible
executions).

2.3.1 A critical review of reactive agent verification

tools

Among the few current approaches for specifying
Reactive Agents: [19] describes agents, tasks and
environments using the Z specification language [23];
[16] specifies the reactive agent behavior by Real Time
Knowledge models; [7] describes agent using temporal
logic tools.

In spite of the diversity of the used theories, two classes
can be distinguished: qualitative (state-transition
orientated models), and quantitative (logic verification
orientated models) whereby the formalism is taken into
account to express and check the temporal constraints
[18]-[21].

The association of these two techniques, qualitative and
quantitative, is thus necessary in order to make any
checking as complete as possible.

2.3.2

Principle of quantitative verification:

The quantitative verification makes it possible to
characterize the total properties of the program such as
the absence of blocking. The properties to be checked
are generally expressed by temporal logic formulae
which are interpreted on the set of the labeled transition
systems. The specification is thus represented by an
infinite class of labeled transition systems and the
checking ensures that the particular system belongs to
this class.

MARDS Verification with RTTL:

Real Time temporal Logic (RTTL) has been widely
used for the specification and verification of concurrent
systems [22]-[25]-[26], especially of Multi-Agent
Reactive Decisional Systems [1]-[2].

MARDS quantitative verification



2.3.3

Principle of qualitative verification:

This type of verification consists of the description of
the behavior of the program observed at a certain level
of abstraction. The properties are, therefore, represented
by a labeled transition system which could result from a
program expressed in a language that the program has
already checked. The comparison between the two
systems of labeled transitions is carried out by means of
a relation of equivalence; the choice of which is a
function of the criteria of abstraction that is desired to

MARDS qualitative verification

take into account.

MARDS Verification with ESTEREL:

ESTEREL is a synchronous language, whose principle
is based on the reduction of automats [8]-[9]-[13] was
already used to check the qualitative way of the
MARDS behavior describing a system subjected to
strong temporal constraints (example: GSM systems [3]-
[4]-[5])-

BPMN based MARDS qualitative Verification:

The use of such tools proves to be inadequate when it is
a question of checking the behavior of an organizational
system (example:  company, information systems
department or even a team). Such systems, where each
element can be represented by a DRA, can be described
as MARDS. Their evaluation consists in:

- Checking the relationships existing between various
hierarchical levels (Action — Decisions) contributing to
the achievement of the aforementioned objectives.

- Observing the reaction of the set of the organization

in case of failure or a risk occurring in one of the
hierarchical levels.
Business Process Modeling Notation [14]-[15], because
of its representation of the actors and the activities, is
completely made adequate to allow such a checking.
BPMN can be then used as a verification tool of the
MARDS behavior and degraded
functioning.

under normal

3. BPMN AND MARDS

BPMN stands for Business Process Modeling Notation
[6]-[14]-[15]-[27]. Tt is the new standard for modeling
business processes and web service processes, as put
forth by the Business Process Management Initiative
(BPMI). BPMN is a core enabler of a new initiative in
the Enterprise Architecture world called Business
Process Management (BPM).

3.1 BPMN description of DRA external behavior

This section presents the representations rules of DRA

concepts using BPMN (Table 1):

DEA Comp ts | Correspondent BPMN el t
. Haume At
Action Task Durbt,_det
. 9 Hime_Drec
Deecision Intermediate Exent Ha,_Dac

End Event if'it is
the last state
Extemnal State
Intermediate Event
to trigger the next Hime_Estats
decision
Hi surpassed Tirmer Event @
Sequence Flow Sequence Flow
Hume_fct
Tnmii_dct
L Hume_Dec
External Chjective | Sub-Process Hé,_Dec

Hame Estate

Table 1: Representation of the DRA’s components

For the sub-process, when receiving a decision the
concerned DRA agent starts an action, and with the case
of a normal operation, it will be able to emit the
adequate external state

3.2  Degraded functioning

3.2.1

In order to palliate to the lag problems or the
malfunctioning of certain entities, we have added this
degraded functioning at the level of DRA specification.
The objective is to describe how the system can operate
even in the presence of errors, without the loss of

Degraded functioning principle

functionalities or performance.

This principle can be interpreted as if the agent is able
to “delay” the deadlines waiting for the decision
acknowledgement. These delays can be shown to the
environment by sending a specific external state.

If a decision surpasses its related action horizon, a
graceful degradation operating mode will be
automatically trigged. The Degraded External Objective
DextO generates new decisions and that will not
necessary have the same external state of the starting
action.

In change, the amount actions horizons associated to the
decisions generated by this new objective, will be added
to the maximum duration warned initially (necessary
time for the accomplishment of the action). Then the
function DurMax (associating the External Objective
extO to the longest duration of its operations execution.)



of this action will be under the following form:

2 HA(decisions generated by extO)
DurMax (act) = + )

Y. HA(decisions generated by DextO)

3.2.2

Even a decision has surpassed its initial action Horizon

Degraded functioning modeling

(Figure 3), the system must continue to operate
accepting a partial degradation of functionally of
performance during recovery or repair.

Thus, when Dec! surpasses its action horizon (Hal), the
initial external objective (Normal functioning) will be
stopped while a second external objective (Degraded
functioning) will be started.
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Figure 3: Degraded functioning Modeling

3.3 BPMN description of MARDS behavior

The objective here is to model an MARDS system
(Figure 4) using BPMN.
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Figure 4: MARDSI agent

The figures 5 and 6 display respectively the BPMN
models of MARDS1 agent and MARDS3 sub-agent.
These models are generated by the verification interface
(section 4.3) of the associated tool of this proposed
approach.

The action Actl received by MARDSI corresponds to an

external objective (ExtObj) which generates decisions
{Decl.l, Decl.2}. Each decision corresponds to a
several actions received by MARDS2 {(Decl.1, Act2.1),
(Decl.2, Act2.2)} and by MARDS3 {(Decl.2, Act3)}.
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Figure 5: BMPN Model of MARDSI agent

The actions (4ct2.1, Act2.2) are just simple tasks but
the Act3 is an activity because it’s received by the
composed agent MARDS3 and it’s modeled as a sub-
process

The degraded functioning of MARDS! is described
by the external objective (DextObj) which is started
when one of the decisions (Decl.l, Decl.2) has
exceeded its action horizon.

MARDSS MARDS5 )

o Act31

Hstate5.1

Actd

Hstated

é}(statﬂ

.

Hstate5.2

i

Figure 6: BPMN model of MARDS3 sub-agent

The modeled sub-process displayed in figure 6 presents



the (Decl.2, Act3) sub-action received by MARDS3.

All sub-processes realized by the appropriate sub-agents
compose the principal process (Figure 5) trigged by the
initial action called Act/.

4. EXAMPLE: INFORMATION TECHNOLOGY (IT)
STRATEGIC PLAN PROCESS MODELING

4.1

The objective here is to describe and to evaluate in a
qualitative way, the process of building the IT Strategic
Plan (ITSP) of an Information Systems Department
(ISD) of a company.
ITSP has an objective to obtain a lining document that
the Chief Information Officer (CIO) must revisit
annually to identify new initiatives or refer existing ones
that continue during the ISD capacities.
Several poles can compose the ISD:

SAD: Software Application Development.

SA: Systems (OS, Network, Databases ...)
Administration.

General description

£ Consulier Processus

PM: Project Management.

ICQ: Insurance and Control Quality.

CIO: Chief Information Officer.

TM: Top Management.

ORG: Organization.

ISC: Information System Committee.
In the sequence of this example, we consider each
component or entity as MARDS including the ISD.

4.2

Figure 7 describes the overall presentation of the
hierarchical system using the PRV (Process Notation
based MARDS Verification) tool where each ISD pole
is constituted by many sub-poles and by other simple
entities. The DSI agent components can be MARDS
systems (ICQ, SAD, AS400 system Admin ...) or
simple DRA agents (CIO, Quality Engineer, Network
Technician ...).

System modeling using the support tool
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Figure 7: Graphic representation of ISD agent



4.3 Verification Interface Action, Internal state and Sub-Agent Level
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Figure 8: Verification Interface

This interface allows designers to specify and verify the
MARDS behavior by using BPMN.

The specification stage can be realized by modeling the
set of sub-processes that composes the process trigged.
For every MARDS system, we can trigger many
processes in line with the parameters (action and
internal state) chosen initially. The parameter called
Level characterizes the level of hierarchical display of
modeled system agents. Therefore, the verification of
the behavior of modeled system can be achieved if any
contributing agent in the principal process respects his
time constraints. This also can be obtained by the
transition to degraded functioning mode of an agent that
can exceed any action horizon decision.

The action « A Define IT strategic plan » which can
be transformed as a sequence of many decisions
(D_Define Strategic poles, D_Create Portfolio vO ...)
has been chosen for ITSP process. Every decision
represents a sub-process since it generates new actions
corresponding to agents at lower level (ISC, CIO,
ICQ...). For example, « D Define strategic poles »
decision generates the « A Develop strategic poles »
action to ISC agent; the end of this action triggers the

second « D_Create Portfolio v0 » decision to DSI agent.
This carries on until the achievement of all sub-
processes and automatically the end of ITSP process.

4.4

Figure 9 represents ITSP model in the second level in
system hierarchy. This model is composed by many sub-
processes, every one describes a decision generated by
the starting action called « A_Define IT Strategic plan ».
Among sub-processes shown in this model are « Define
strategic poles », « Develop communication plan » and
« resources analysis». The first and the second ones are
simple sub-processes because they both generate at the
same time one decision for any one agent.

Figure 10  details the last  sub-process
«resources analysis» in the third level in system
hierarchy. The degraded functioning can be started by
« A_Specify Software Needs » action generated by SAD
agent. So, if the first decision « D_Specify SN» (SN:
Software Needs) generated by IT Analyst agent, has
exceeded its action horizon, then another decision (same
name) will be generated by IT Senior Analyst agent.
These two decisions have the same external state

Results interpretation



« XS_SN Specifiedy» and the sum of their action horizons
is no longer than the maximum duration for achieving

the initial action.

Thus, verifying the modeled process (Figure 9), the

ITSP can check easily if each entity of the department
contributes effectively to the building of the IT action

plan and if the time constraints expressed (here actions

horizons) can be respected.
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Figure 9: IT Strategic Plan Process Model
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Figure 10: Resources analysis sub-Process Model




5. CONCLUSION

The contribution of this paper is to give a new formal
approach to deal with description and verification of an
organizational reactive system. The originality is to
consider each component of reactive system as a
Reactive Decisional Agent. With its top-down process
and its principles of decomposition, this method allows
to get a model which is more easily understandable by
the designer of such systems. The BPMN is used here in
order to check the reactive agent behaviors in a
qualitative way. The mechanism of action horizon, the
time during which an agent decision remains valid, is
moreover useful to specify temporal performances, and
then to detect abnormal functioning modes. The
approach proposes a fault tolerance techniques dealing
with such problems, and is supported by an automated
tool of Verification.

A lot of work can be done in this area. We want to study
how BPEL4WS [6] can be used in the automatic
simulation of BPMN models generated by the PRV tool,
with potentially large rewards in making web services a
business reality.
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