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Abstract. The sensors of wireless sensor networks communicate by sending and receiving packets among
one another. It is important to provide security in wireless sensor networks so that only the valid or legitimate
user gets the message. Cryptography is an important concept which provides security in wireless sensor
networks. It encrypts the data and provides diffusion and confusion to hide the ciphertext’s relationship with
the plaintext and the key. In this paper, we have proposed a symmetric key block cipher to provide
confidentiality in wireless sensor networks. We simulated sensor network in network simulator (ns — 2.35)
using AODV protocol. Our proposed approach is implemented in AODV protocol and the performance is
compared with other existing approach like genetic operations. Comparison is done on the basis of security,
bit flip rates and occurrence avalanche effect. We noticed that, our proposed approach provides around 50 —
60% bit flip rate which is much higher than genetic operations, which is around 12.5%.
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1 Introduction

Wireless Sensor Networks are heterogeneous systems
that contain many small nodes called sensors. These
are usually used to monitor surrounding environment
and have large applications which are sensitive in
nature. These applications include monitoring,
tracking and controlling areas like object or human
activities. These include battlefield monitoring, forest
monitoring, road traffic monitoring, temperature
sensing etc. Many of the applications collect and
maintain the data. Wireless Sensor Networks
communicate by sending and receiving packets among
one another. It is important to provide security in
wireless sensor networks so that only the correct user
gets the message. Cryptography is an important
concept which provides security in Wireless Sensor
Networks.

The major parameters for providing confidentiality
are [2]:
Authentication: 1t is the process of confirming that the
user or the node is who it claims to be. This is done by
using face recognition, finger prints, passwords,
security questions, digital signatures etc.

Confidentiality: 1t is the process of making sure that
no one, other than the authorized user can read the
message. This is done by changing the plaintext by
encrypting it.

Integrity: 1t is the process of making sure that the data
received by the receiver is exactly what it was sent by
the sender. It did not get modified or tampered with.
This is done by using hash functions.

Data Freshness: It is the process of making sure that
the data received is the recent data and not some stray
or old one. This is done by providing timestamps.

In this paper, we have proposed a symmetric key
block cipher to provide confidentiality in wireless
sensor networks.

Confidentiality is the process of making sure that the
message can be read only by the legitimate or the valid
user and not any other user or attacker. The secrecy of
the message can be maintained by using cryptography.
The message or plaintext is encrypted, using a key and
the cryptographic algorithm.

This generates a ciphertext, which is transferred from
the source node to the destination node. Since the
packet is encrypted, so even if a malicious user gets its
hands on the packet, it still cannot understand it, or
decrypt it without the key. The packet is received at
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the destination and then it is decrypted using the same
key. This is called symmetric encryption. In
asymmetric encryption, the keys used for encryption
and decryption are different. Our proposed approach
used the same key and so it is symmetric key
cryptographic approach.

The key parameter in measuring security provided

by an algorithm is diffusion and confusion. Diffusion
is the property, in which, when one bit of the plaintext
changes, several bits of the ciphertext should get
changed.
If the number of bits changing in the ciphertext is at
least 50% of the total length of the ciphertext, then we
can say that avalanche effect has occurred. Confusion
is the property that hides the relationship between key
and ciphertext in the similar manner. In the proposed
scheme, we chose several plaintexts — key pairs and
compared the ciphertext, by changing single bits in
plaintext or key. Then we compared the bit flip rate,
with existing approaches. In section 2 of this paper, we
surveyed and studied various other encryption
algorithms. Among those algorithms, we chose to
compare our results with genetic approach [4] and
RC5 [9] on the basis of avalanche effect and time
taken to encrypt and decrypt. Section 3 explains our
proposed scheme. Section 4 and 5 shows results and
implementation details of our proposed scheme. In
Section 6 we compare it with genetic approach.
Finally, in Section 7 we conclude our work.

2 Related Works

In [3], they proposed a lightweight encryption
scheme for tiny sensor devices that guarantees data
confidentiality between the source and the destination
nodes. They presented a simple pseudorandom bit
sequence generation scheme using elliptic curve points
that does not involve any floating point calculation.
Therefore, it avoids the problem of precision loss and
also minimizes the computational costs for low power
sensor nodes. Then they proposed a cryptosystem that
generates a different pseudorandom bit sequence for
every new session and preserves independent
behavioral characteristic of the algorithm. Then, the
proposed scheme is compared to RC5 and Skipjack in
terms of memory occupation, operation time and
energy efficiency.

But their proposed scheme does not provide
sufficient, diffusion and confusion or avalanche effect.
Although it is lightweight, compared to other ciphers,
but the bit flip rates is lower than others.

In [4], the mutation and crossover genetic
operations are used as tools for introducing diffusion
and confusion properties in the -ciphertext. The
mutation process is applied to create random diversity
(diffusion) in the ciphertext, whereas the crossover
operation is used to change the order of the mutated
text or image data (confusion). The main benefit of
using genetic operations is that they provide relatively
sufficient diversity in the ciphertext.

But in this approach as well, the amount of security
is not sufficient, although it is energy efficient.
Avalanche effect does not occur in this approach;
hence it is not very secure.

In [5], the author proposed a unique, dynamic
cryptographic algorithm to provide security to the
wireless sensor network by securing each and every
individual nodes of the network. Their proposed
cryptographic algorithm provides nodal level security
in a wireless sensor networks. Hence it makes the vital
data and information stored in each of the nodes secure
enough to allow the use of simpler and more energy
efficient routing protocols for data transmission and
communication among nodes, over the network.

All the nodes are embedded with a single network
wide shared key, say K/. K/ is used to transmit the
message using a symmetric encryption protocol such
as HIGHT or PRESENT or any other lightweight
cryptographic method designed for wireless sensor
networks. All the nodes contain the sensed information
from the environment that they are monitoring. Since
the sensor node does not process the sensed data itself,
so they encrypted this data as soon as it is gathered
from the environment using the key K/ and the
cryptographic algorithm used in message transmission.

In [6], they proposed a security approach which
uses Secret Key (SK) cryptography and key
management along with re — keying support. A salient
feature of this approach is that a SK is embedded in the
source code of every node to protect the other keys in
its non — volatile memory. Even if the node gets
captured physically by a malicious user; the sensitive
information cannot be retrieved. Their key selection
protocol uses the node ID and some basic rotate and
multiplication function to select the key for current
data transmission. Simulation results showed that this
security mechanism efficiently controls the various
attack with lower resource requirements and the
network resilience against node capture is substantially
improved.

In [7], they proposed a light weight energy efficient
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encryption algorithm (LEE) for tiny embedded
devices, such as sensor network nodes. They presented
experimental results of LEE under real sensor nodes
operating in TinyOS. They also discussed the secrecy
and privacy of their algorithm by presenting a security
analysis of various tests and cryptanalytic attacks. This
encryption algorithm does not use complicated
operators or any s — Boxes. But although this scheme
is light weight and uses low energy, it still does not
provide enough diffusion and confusion to ensure
security.

In [9], they discussed DES and Blowfish
encryption algorithms. There are many different types
of encryption methods, for producing cipher text like
stream cipher (such as RC5) and block cipher (such as
DES, blowfish and so on).

The above ciphers are currently being used. We

compared our proposed scheme with genetic
operations.

3 Proposed Scheme

First of all, a 256 bits key is generated and it is
divided in two subkeys, left half and right half. We
have a plaintext of block size 128 bits. This plaintext is
XORed with the most significant, i.e. left half of the
key. Now the XORed plaintext is divided into
individual bytes.

Now we choose the most significant byte of the
right half of the key and count the number of 1s. If the
number of 1s in the byte is even, then swap each bit of
the corresponding plaintext byte with its consecutive
bit. If the number of 1s in the byte is odd, then swap
each bit of the corresponding plaintext byte with the
bit next to its consecutive bit.

Pseudo Random Bit Sequence Generator

Plaintext (128 bits) <

l

XORed Plaintext

'

Yes

A

Perform crossover
consecutively

No

Perform crossover
alternatively

I

Crossovered

128 bits 128 bits

i =No. of 1s in each byte

j=No. of 1s

Plaintext

' N

v

NP

Concatenate to generate 192 bits

I

Flip the bits using i as index

Figure 1: Proposed Scheme
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Algorithm 1: XOR Operation and Crossover

1: Divide the 128 bits plaintext and 256 bits key into
8 bits and 16 bits block size, P[m] and K[n],
respectively.

2:fori=0tomdo
X[i] = P[i] xor K[i] 3: for i = m to m+8

if K[i] =1 then
countl++
4: if countl is even then
fori=0tom
swap(p[i],p[i+1]); // skip the already

swapped bits
else if i is odd then for
i=0tom
swap(p[i],p[i+2]); // skip the already
swapped bits

5: Store the crossover plaintext in cross[m]

Now count the number of bits of the crossover
plaintext. Convert this number into 4 bits binary and
concatenate with itself to get an 8 bits count array. For
instance, suppose the number of 1s in crossover
plaintext is 5 then corresponding binary is 0101. Now
concatenate 0101 with itself to get 01010101, hence an
8 bits count array. Perform XOR operation on the
crossover plaintext with the count array. Then
concatenate the four bit count (0101) to the XORed
result.

Algorithm 2: XOR operation

l:fori=0tom
if cross[i] = 1 then
count2++
2:fori=0tom
cross[i] = cross[i] xor count[i]
3: Concatenate(cross, count) @ mut

Now count the number of 1s in the corresponding
byte of the right half of the key. Then use this as the
index to complement the bits. For instance, if the
number of Is in the corresponding byte of the right
half of the key is 5, then flip the bits of the 12 bits
result from that index. The resulting 12 bits is the
ciphertext. Now do this for the entire 128 bits block of
the plaintext to generate a 192 bits ciphertext.

Algorithm 3: Complement operation or mutation

1: fori=m to m+8
if K[i] =1 then
countl++
2: for i = count to m+4
if mut[i] = 0 then

mut[i] =1
else if mut[i] = 1 then
mut[i] =0

3: mut[0]...mut[12] is the ciphertext.

The decryption process is the exact reverse of the
encryption process, which is done using the same key.
Hence the proposed scheme is symmetric key
encryption.

4 Results

Plaintext Sensitivity Test: Plaintext sensitivity test is
the way of ensuring diffusion provided by a given
algorithm. Assume that we have plaintext, key pairs
and we encrypt it using the proposed approach, to
generate ciphertext. Now if we change 1 bit of the
plaintext by keeping the key fixed, a significant
number of bits in the ciphertext must change, to ensure
diffusion. In our proposed scheme, when we changed
one bit of the plaintext, we noticed significant amount
of change in ciphertext. At least 50% bits are
changing, during this test. This is more than genetic
approach, as seen from the following tables.

Table 1: Plaintext Sensitivity Test (Genetic [4])

Plaintext 1 | Plaintext 2 Key Bit Flip

00011001 | 10011001 J1101010110100011] 12.50%

00000000 | 10000000 J1001110001011011] 12.50%

11111111 | 11110111 ]1110001001100000| 12.50%

11110000 | 11010000 ]1011010100011010] 12.50%

10101010 | 10111010 |]1100001001000001 | 12.50%

Table 2: Plaintext Sensitivity Test (Proposed)

Plaintext 1 | Plaintext 2 Key Bit Flip

00011001 | 10011001 |1101010110100011] 66.66%

00000000 | 10000000 |J1001110001011011] 58.33%

11111111 | 11110111 ]1110001001100000| 58.33%

11110000 | 11010000 ]1011010100011010| 58.33%

10101010 | 10111010 ]1100001001000001 | 66.66%

Key Sensitivity Test: Key Sensitivity test is the
way of ensuring confusion provided by a given
algorithm. Assume that we have plaintext, key
pairs and we encrypt it using the proposed
approach, to generate ciphertext. Now if we
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change 1 bit of the key by keeping the plaintext
fixed, a significant number of bits in the ciphertext
must change, to ensure confusion. In our proposed
scheme, when we changed one bit of the key, we
noticed significant amount of change in ciphertext.
More than 50% bits are changing, during this test.
In Table 3, the corresponding plaintext from Table
1 is used, for different keys.

Table 3: Key Sensitivity Test (Genetic [4])

Key 1 Key 2 Bit Flip

: 1001010110100011] 1101010110100011 | 12.50%
[1001100001011011] 1001110001011011 | 12.50%
1111001001100000] 1110001001100000 | 12.50%
1011011100011010] 1011010100011010 | 12.50%
_[1101001001000001 ] 1100001001000001 | 12.50%

Table 4: Key Sensitivity Test (Proposed)

Key 1 Key 2 Bit Flip
1001010110100011] 1101010110100011 | 66.66%
"11001100001011011] 1001110001011011 | 66.66%
1111001001100000] 1110001001100000 | 58.33%
1011011100011010] 1011010100011010 | 58.33%
: 1101001001000001 ] 1100001001000001 | 66.66%

The above tables, Table land 2 show that when we
change 1 bit of the plaintext, the proposed scheme
shows highest change in the ciphertext. This shows
that the proposed scheme shows highest avalanche
effect and therefore is secure. Genetic operations do
not show avalanche effect.

The tables, Table 3 and 4, show that when we
change 1 bit of the key, the proposed scheme shows
highest change in the ciphertext. This shows that the
proposed scheme shows highest avalanche effect and
therefore is secure. Genetic operations do not show
avalanche effect on the basis of key sensitivity because
it has a lower key sensitivity percentage (<50%), as
compared to the proposed scheme.

To make sure that the bit flip rate is at least 50%.
We selected several plaintext key pairs and generated
corresponding ciphertext. Then we flipped 1 bit of the
plaintext or key to see the change in ciphertext. We
noticed that, more than 50% (see Table 1) of the bits of
the ciphertext is changing, when just 1 bit of the
plaintext or key is changed. This confirms the
occurrence of avalanche effect.

The proposed scheme shows completeness which
means that the each and every bit of ciphertext
depends on all the bits of input. This means that, if we

change just 1 bit of the input, i.e plaintext or key, then
at least 50% of bits of the ciphertext should get
changed. An encryption algorithm is said to be
complete if it satisfies, strict avalanche effect.
Therefore, occurrence of avalanche effect, assures that
our proposed approach satisfies the completeness

property.

5 Implementation Details and Outputs
Implementation of this work is carried out using
programming language O — TCL in AODV protocol.
The tool used is Network Simulator ns — 2.35 in Linux
based operating system Ubuntu. Plaintext of size 8 bits
is send from the source node, to the destination node.
A plaintext is chosen, and it is encrypted using genetic
approach and the proposed scheme. Following figures
show the output screenshots of encryption and
decryption process using genetic approach and the
proposed approach.

o compag@Compagq-Presario-CQ40-Notebook-PC: ~/ns-allinone-2.35/ns-2.35/a0dv_crypt

[compaq@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypt$ ns aodv|
crypt.tcl

Inum_nodes is set 5

INITIALIZE THE LIST xListHead

riesesesesestsestsnnnns. AODV_CRYPT WITH GENETIC APPROACH HIIHIIHHIHINNE
starting Simulation...

[channel.cc:sendup - Calc highestAntennaz_ and distCST_
highestAntennaz_ = 1.5, distCST_ = 550.0

|SORTING LISTS ...DONE!

Message sent: 10011001 with hashing: 4280

Key is : 1101010110100011

Plaintext is: 10011001

ciphertext after applying existing scheme: 91011100

Message seen by outsiders: 01011100

content of packet received: 01011100

After decrypting the received packet, data is : 10011001

Data intergity ensured

node 4 received packet from 3 with trip-time 12.9 ms - content: 91011100 Adversary sn|
[iffed: 01011100 Decrypted Message: 10011601

node 3 received packet from 4 with trip-time 30.9 ms - content: Message_Accepted Advel
rsary sniffed: Message_Accepted Decrypted Message: _

INS EXITING...
lcompaq@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypts

Figure 2: Encryption 1 using genetic approach

I o-CQA4 .35/ns-2.35/aodv_crypt
jcompag@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypt$ ns aodyv|
_crypt.tcl

num_nodes is set 5

INITIALIZE THE LIST xListHead

PC: ~/i

nnaae®. AODV_CRYPT WITH GENETIC APPROACH Huwftitittuuitit
starting Simulation...

fchannel.cc:sendup - Calc highestAntennaz_ and distCST_
highestAntennaz_ = 1.5, distCST_ = 550.0

[SORTING LISTS ...DONE!

fessage sent: eoe11001 with hashing: 428e

Key is : 1111010110100011

Plaintext is: 00011001

Iciphertext after applying existing scheme: 11111100

|
fuessage seen by outsiders: 11111100

Content of packet received: 11111100

[after decrypting the received packet, data is : 08011001

Data intergity ensured

node 4 received packet from 3 with trip-time 12.9 ms - content: 11111100 Adversary sn
iffed: 11111100 Decrypted Message: 00011001

node 3 received packet from 4 with trip-time 30.9 ms - content: Message_Accepted Adve|
rsary sniffed: Message_Accepted Decrypted Message: _

NS EXITING...
compagq@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypt$ l

Figure 3: Encryption 2 using genetic approach.
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o compag@Compag-Presario-CQ40-Notebook-PC: ~/ns-allinone-2.35/ns-2.35/a0dv_crypt
[compaq@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypt$ ns aodv|
_crypt.tcl
num_nodes is set 5
INITIALIZE THE LIST xListHead

asnnnnnnnnsntt AODV_CRYPT WITH PROPOSED APPROACH #HHHHHHHHHHHIHI
Starting Simulation...

channel.cc:sendUp - Calc highestAntennaz_ and distCST_
highestAntennaz_ = 1.5, distCST_ = 550.6

SORTING LISTS ...DONE!

Message sent: 00011001 with hashing: 4280
is : 1101010110100011

Ciphertext after applying proposed scheme: 011010001011

Message seen by outsiders: 011010001011

Content of packet received: 011010001011

After decrypting the received packet, data is : 00011601

Data intergity ensured

node 4 received packet from 3 with trip-time 12.9 ms - content: 011010001011 Adversar]
y sniffed: 011010001011 Decrypted Message: 060011001

node 3 received packet from 4 with trip-time 36.9 ms - content: Message_Accepted Adve|
rsary sniffed: Message_Accepted Decrypted Message: _

NS EXITING...
lcompaq@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypts [l

Figure 4: Encryption 1 using proposed scheme.

% - o compag@Compag-Presario-CQ40-Notebook-PC: ~/ns-allinone-2.35/ns-2.35/a0dv_crypt

[compaq@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypt$ ns aodv
crypt.tcl

Inum_nodes is set 5

INITIALIZE THE LIST xListHead

ittt RHAEE AODV_CRYPT WITH PROPOSED APPROACH HIHHHHHHHHHNHR
alc highestAntennaz_ and distCST_

highestAntennaz_ = 1.5, distCST_ = 550.0

SORTING LISTS ...DONE!

Message sent: 01011601 with hashing: 4282

Key is : 1101010110100011

Plaintext is: 01011001

[Ciphertext after applying proposed scheme: 000011111100

Message seen by outsiders: 000011111100
content of packet received: 000011111100
After decrypting the received packet, data is : 91011001

Data intergity ensured

Inode 4 received packet from 3 with trip-time 12.9 ms - content: 0000111111060 Adversar
ly sniffed: 000011111100 Decrypted Message: 01011001

Inode 3 received packet from 4 with trip-time 30.9 ms - content: Message_Accepted Adve|
rsary sniffed: Message_Accepted Decrypted Message: _

NS EXITING..
lcompaq@Compaq-Presario-CQ40-Notebook-PC:~/ns-allinone-2.35/ns-2.35/aodv_crypts Il

Figure 5: Encryption 2 using proposed scheme.

From the above figures (see Figure 2 and Figure 3 for
genetic approach and see Figure 4 and Figure 5 for
proposed scheme) we can see that in proposed scheme
if one bit of the plaintext is changed then, more than
50% bits of the ciphertext is changing. Therefore
providing strong avalanche effect. Hence we can say
that our proposed algorithm is secure, when it comes
to providing data confidentiality. Our proposed
scheme shows higher bit flip rate as compared to
genetic approach, hence higher avalanche effect.

6 Comparative Analyses

The following figures show the bit flip percentage,
based on plaintext and key. Five files are chosen then
their plaintext sensitivity percentage and key
sensitivity percentage are calculated. Then Xgraphs
are plotted to represent the same.

8 - xgraph
n LNTEXT_SENSITIVITY_TEST_ON_EXISTING_AND_PROPOSED_SCHENE

Proposed_Scheme

E5, 0000 wenExisting_Scheme

B0, 0000

55, 0000 -

50, 0000 -

45,0000

40,0000

35,0000 - I

30,0000

25,0000

20,0000

15,0000

10,0000 File

e L
Figure 6: Plaintext Sensitivity Percentage %

Plaintext sensitivity test and key sensitivity test are the
ways of ensuring diffusion and confusion provided by
an algorithm. Assume that we have plaintext, key pairs
and we encrypt it using the proposed approach, to
generate ciphertext. Now if we change 1 bit of the
plaintext or key by keeping the other constant then at
least 50% of the bits should change. From Figure 8
and Figure 9 we can see that the proposed scheme
shows higher plaintext and key sensitivity as compared
to genetic approach and RCS5 hence it is secure.

@ — 0 xgraph
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Figure 7: Key Sensitivity Percentage %
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7 Conclusions and future scope

As seen from the above results, the proposed scheme
provides diffusion and confusion, hence ensures the
occurrence of the avalanche effect. The percentage of

plaintext sensitivity and key sensitivity in the proposed
scheme is better than genetic approach and RC5
therefore it is secure. In future, more algorithms can be

implemented in Wireless Sensor Networks and
compared with the proposed scheme.
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